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Live Memory Forensics

● Outline
– Forensics

● Memory
– Windows
– Linux

– Linux : Live Memory Forensics
● Symbols
● Process

– Tool : Draugr
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Live Memory Forensics

● Tool : Draugr
– URL :

● http://www.esiea­recherche.eu/~desnos/draugr/
– source code
– paper (coming soon)
– slides
– videos

http://www.esiea-recherche.eu/~desnos/draugr/
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Live Memory Forensics

● What is the forensic ?
– Find (hidden) information

● Photos/videos
● Logs
● Binaries
● Data
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Live Memory Forensics

● Disk Drive
– Tools

● Sleuthkit
● PhotoRec
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Live Memory Forensics

● And the Memory
– How to access it ?
– How to dump/analyze it ?
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Live Memory Forensics

● Memory Access
– Drivers/LKM
– Device 

● /dev/kmem (virtual memory)
● /dev/mem (physical memory)
● \Device\PhysicalMemory

– Kernel bug
– Firewire/DMA/Cold Boot Attack
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Live Memory Forensics

● Windows
– PTFinder
– Memparser
– Volatile Systems
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Live Memory Forensics

● Linux
– No real tools e.g. Windows

● Volatile Systems (using specific kernel)
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Live Memory Forensics

● Linux
– How to access the memory ?

● Worst case scenerio
– No physical access
– No specific kernel
– No driver
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Live Memory Forensics

● Linux
– How to access the memory ?

● The worst case
– The hackers' way 

● /dev/(k)mem
● File dump
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Live Memory Forensics

● Linux
– Example :

● We would like information about process
– name, pid, uid
– sections
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Live Memory Forensics

● Symbols 
– Pattern Matching
– EXPORT_SYMBOL
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Live Memory Forensics

● Symbols
– Pattern Matching

● Find useful functions :
– kmalloc/vmalloc
– kfree/vfree
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Live Memory Forensics

● Symbols
– Pattern Matching

● Start from a known symbol
– Ex : syscall
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Live Memory Forensics

● Symbols
– Pattern Matching

● Example :
– access_process_vm

● read/write virtual memory of a process
● (1) Read the source code of the function

● (2) Find where this function is called
● (3) If the symbol is known :

● Exit
● (4) Else ­> (1)   
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Live Memory Forensics

● Symbols
– Pattern Matching

● Example :
– access_process_vm

● generic_ptrace_peekdata
● ptrace_request
● arch_ptrace
● sys_ptrace
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Live Memory Forensics

● sys_ptrace
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Live Memory Forensics

● sys_ptrace
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Live Memory Forensics

● arch_ptrace
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Live Memory Forensics

● ptrace_request
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Live Memory Forensics

● generic_ptrace_peekdata
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Live Memory Forensics

● And in a XML file :
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Live Memory Forensics

● Symbols
– How to find the syscall table ?

● sys_call_table not exported in 2.6.X
● Via the IDT (see phrack 58 ” Linux on­the­fly kernel patching 

without LKM “ by sd & devik)
– ?! doesn't work on virtual machine (wrong value for idt 

base)
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Live Memory Forensics

● Symbols
– How to find the syscall table ?

● RTFSC
– In entry_32.S :
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Live Memory Forensics

● Symbols
– How to find the syscall table ?
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Live Memory Forensics

● Symbols
– Pattern matching is a little bit tedious
– EXPORT_SYMBOL (~3500)
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Live Memory Forensics

● Symbols
– kstrtab_symbol 

● Find the name of the symbol + '\0'
● Get its address

– Example: “init_task” + '\0' in the kernel string table
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Live Memory Forensics

● Symbols
– ksymtab_symbol

● Search the address of the kernel string symbol 
(SYMBOL_kstrtab_symbol)

● Subtract 4 from the address
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Live Memory Forensics

● How can you hide a process ?
● sys_getdents, sys_read
● vfs
● /proc
● linked list/Hash table
● specific field in task_struct
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Live Memory Forensics

● Process
– Represented by the structure: task_struct 

(linux/sched.h)
– No kernel headers
– Independent of the version (2.6.X)
– Build our own task_struct on the fly
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Live Memory Forensics

● Process
– Build task_struct

● Depends on kernel options
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Live Memory Forensics

● Process
– Build task_struct:

● Find offsets of interesting fields
● Use the real first process 
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Live Memory Forensics

● Process
– Build task_struct

● Look for the first process
– structure init_task

● symbol “init_task” 
● pid 0
● comm (16 bytes) : “swapper”
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Live Memory Forensics

● Process
– Build task_struct

● Field: comm
– ASCII string “swapper”
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Live Memory Forensics

● Process
– Build task_struct

● Field: real_parent
– real_parent == init_task
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Live Memory Forensics

● Process
– Build task_struct

● Field: tasks
– Before this field:

● Two list_head (fields (prev == next) && > 0xc0000000) 
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Live Memory Forensics

● Process
– Build task_struct

● Field: pid
– Next after tasks (% empty struct (old kernel))
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Live Memory Forensics

● Process
– Build task_struct

● Fields: uid/gid
– list of zeros
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Live Memory Forensics

● Process
– Build the list

● Now it's easy: 
– walk through the linked list
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Live Memory Forensics

● Process
– Build linked list task_struct:

● We will not see hidden process by “linked list 
attack”
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Live Memory Forensics

● Process
– We have the task_struct

● Bruteforce the memory
– field “comm”: find ascii character
– field “state”: 0 or 1
– fields “pid/tpid”: a valid integer (0 ... 65535)   
– fields “stack/mm/activemm”: 0 or >= 0xc0000000
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Live Memory Forensics

● Process
– We have the task_struct

● Bruteforce the memory
– We can find deleted processes

● Many forks
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Live Memory Forensics

● Process
– All fields in task_struct

● And the content of the binary ?
– We would like to access to all sections 

● .text
● .data
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Live Memory Forensics

● Process
– User land paging, why not ?

● access_process_vm
– get_user_page

● pgd_offset_gate (pgd_offset)
● pud_offset
● pmd_offset
● pte_offset_kernel

● pmd_page_vaddr
● pte_index

● pte_page
– kmap

● __va
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Live Memory Forensics

● Process
– User land paging, why not ?

● We have all the information:
– We have the address

● vma_area_struct
● example :  0x08048000

– We have the field “mm”
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Live Memory Forensics

● Process
– Field “mm” (struct mm_struct)

● vma_area_struct
● pgd
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Live Memory Forensics

● Process
– PGD (Page Global Directory): we have the 

field pgd in mm
● pgd_offset(mm, address) ((mm)­>pgd + pgd_index((address)))

● pgd_index(address) (((address) >> PGDIR_SHIFT) & (PTRS_PER_PGD – 
1))

●  traditional i386 two­level paging structure:

– PGDIR_SHIFT     22
– PTRS_PER_PGD    1024

– With Python:

● pgd = mmpgd + ((tmp >> 22) & (1024 ­ 1)) * 4
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Live Memory Forensics

● Process
– PTE (Page Table Entry): We have the pgd 

offset
● pgd ­> pud ­> pmd
● pte_offset_kernel(dir, address):

– ((pte_t *)pmd_page_vaddr(*(dir)) +  pte_index((address)))
– pmd_page_vaddr(pmd):

● ((unsigned long)__va(pmd_val((pmd)) & PTE_PFN_MASK))

– pte_index(address):
● (((address) >> PAGE_SHIFT) & (PTRS_PER_PTE ­ 1))
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Live Memory Forensics

● Process
– PTE: We have the pgd offset

● PTE_PFN_MASK 0xfffff000
● PAGE_SHIFT 12
● PTRS_PER_PTE 1024 
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Live Memory Forensics

● Process
– PTE: We have the pgd offset

● With Python:
– dirp = unpack("<L", self.read(pgd, 4))[0]
– off1 = (dirp + 0xc0000000) & PTE_PFN_MASK
– off2 = (tmp >> PAGE_SHIFT) & (PTRS_PER_PTE ­ 1)
– pte = off1 + off2 * 4
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Live Memory Forensics

● Process
– Page: we have the pte

● pte_page(pte):
– pfn_to_page(pte_pfn(pte))
– pte_pfn(pte_t pte)

● pte_val(pte) & PTE_PFN_MASK) >> PAGE_SHIFT

– pfn_to_page __pfn_to_page
● __pfn_to_page(pfn)

● (mem_map + ((pfn) ­ ARCH_PFN_OFFSET))
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Live Memory Forensics

● Process
– Page: we have the pte

● With Python:
– pte = unpack("<L", self.read(pte, 4))[0] 
– pte = (pte & PTE_PFN_MASK) >> PAGE_SHIFT
– mem_map = 0xc1000000
– page_addr = mem_map + pte * 0x20 #(sizeof( struct page))
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Live Memory Forensics

● Process
– Page

● And to finish 
● void *kmap(struct page *page)

– __va(page_to_pfn(page_at_addr) << PAGE_SHIFT))
● page_to_pfn __page_to_pfn

● __page_to_pfn(page) ((unsigned long)((page) ­ mem_map) + 
ARCH_PFN_OFFSET)
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Live Memory Forensics

● Process
– Page

● With Python:
– ptp = (page_addr ­ mem_map)/0x20
– page = 0xc0000000 + ((ptp + 0) << PAGE_SHIFT)
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Live Memory Forensics

● Process
– Access page:

● Valid for 32 bits (pgd == pud == pmd)
– Can be done on 64 bits

● Valid only for ram <= 896 Mo (ZONE_NORMAL)
– Use access_process_vm for > 896 (ZONE_HIGHMEM)

● So we must write in the kernel memory :(
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Live Memory Forensics

● New tool : Draugr
– Written in pure python
– Easy access to the memory:

● Live with /dev/(k)mem
● Memory dump

– Find symbols (pattern matching, 
export_symbol)

– Find all tasks (linked list, bruteforce)
● Fields

● sections
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Live Memory Forensics

● Draugr
– Download @ 

● http://www.esiea­recherche.eu/~desnos/draugr/
– Demo!

http://www.esiea-recherche.eu/~desnos/draugr/
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Live Memory Forensics

Many thanks for your attention! 
Have you any question... ?
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Live Memory Forensics

● Reconstruction of a binary
– Use vma_area_struct
– Process dumper
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