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* Tool : Draugr

- URL :
« http://www.esiea-recherche.eu/~desnos/draugr/

- source code

- paper (coming soon)
- slides

- videos

ésiea



http://www.esiea-recherche.eu/~desnos/draugr/

« What is the forensic ?

- Find (hidden) information

* Photos/videos
* Logs

» Binaries

e Data




* Disk Drive

- Tools

e Sleuthkit
 PhotoRec




* And the Memory

- How to access it ?
- How to dump/analyze it ?




 Memory Access

— Drivers/LKM
- Device

« /dev/kmem (virtual memory)
« /dev/mem (physical memory)
 \Device\PhysicalMemory

- Kernel bug
- Firewire/DMA/Cold Boot Attack O/e Gien




« Windows

- PTFinder
- Memparser

- Volatile Systems




e Linux

- No real tools e.g. Windows

 Volatile Systems (using specific kernel)




e Linux

- How to access the memory ?

 Worst case scenerio

- No physical access
- No specific kernel
— No driver




e Linux

- How to access the memory ?

» The worst case

- The hackers' way

» /dev/(K)mem
 File dump




e Linux

- Example :

« We would like information about process

- name, pid, uid
- sections




e Symbols

- Pattern Matching
- EXPORT_SYMBOL




e Symbols

- Pattern Matching

» Find useful functions :

- kmalloc/vmalloc
- kfree/vfree




e Symbols

- Pattern Matching

e Start from a known symbol
- Ex : syscall




e Symbols

- Pattern Matching

« Example :

— access_process_vm
 read/write virtual memory of a process
* (1) Read the source code of the function
* (2) Find where this function is called
 (3) If the symbol is known :

« Exit
* (4) Else -> (1) ésiea




e Symbols

- Pattern Matching

« Example :

— dCCesS_process_vm

generic_ptrace peekdata
ptrace_request
arch_ptrace

Sys_ptrace




» Sys ptrace

Iump of azzembler code for function sys_ptrace:

Me012d234 <ays_ptracet+il: puzh  Zedi

Mee012d23h <ays_ptrace+lr: puzh  Zesi

Oxc0l2d236 <zys_ptracetds: push  Eebx

0e012d237 <sus_ptrace+3r: [ D100 Fesp) , Redi

Me12d23b <ays_ptrace+is: call  Owe02F21b3 <lock_kernel>
Mec12d240 <ays_ptrace+lZs: test  Eedi,fedi

Mec12d242 <sys_ptrace+lds: Jjne Mec12d24d <sys_ptrace+2h
Oxol2d244 <zuys_ptracet+lBr: call  Owc0l2cd50 <ptrace_tracemesr
Mec12d249 <sys_ptrace+Zls: o deax . Hesi

Mol2d24b <sys_ptrace+Z3s: Jmp Mec12d2a8 <sus_ptrace+llB:
Cxc012d24d <sys_phrace+2h:: e Oxld(Fesp)  Beax

Mee12d251 <sys_ptrace+23:: call  Owe0l2cdld <ptrace_get_taszk_struct>
Oxc0l2d206 <zys_ptrace+3dr: Chp FOFFFFEQO0, Feax

Meo12d20b <ays_ptrace+33:: o Heax  Febx

Mee12d20d <sys_ptrace+dls: o deax . Hesi

Oxc012d25f <susz_ptracet+d 3t Jja Mxc12d2a3 <suys_ptrace+l163
Mee12d261 <sys_ptrace+dhi: cmp F0x10, Fedi

Mec12d264 <sys_ptrace+dds: Jjne Mec12d26F <sys_ptrace+b3r
Mc12d266 <sys_ptrace+hil:: call  Owe0l2didde <ptrace_attachs
Mc12d26b <sys_ptrace+hblr: o deax . Hesi

Qxo12d26d <sus_ptracet+his: Jmp Qxo12d296 <svys_ptrace+3d:
Mec12d26F <aysz_ptrace+h3s: wor dedy  Fedx

Mee12d2¥1 <sys_ptrace+Bls: cmp $08  Hedi

Oxcl2d274 <sus_ptracet+bds: sete  Edl

Mec12d277 <ays_ptracetBir: call  Owe012d193 <ptrace_check_attach:
Oxc0l2d27c <sys_ptracet+iZds: test  Heax . feax

Me12d2Ve <sys_ptracetidr: o deax . Hesi

Mec012d280 <sys_ptracetyir: Jjs Mec12d296 <sys_ptrace+33:
0xc012d282 <sys_phrace+78r: pushl  (xlelXesp)




* sys_ptrace

o = O

CLfw

¢
1

pop
pop
pop
ret

esijiea




e arch_ptrace

esiea




e ptrace_request
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e generic_ptrace_peekdata

gqdb> dizaszemble generic_ptrace_peskdata

Dump of azsembler code for function generic_ptrace_peekdata:

DucllZccae <generic_ptrace_peekdata+(x: push  Zesi

OxcOllocaf <generic_ptrace_peekdatat+l> mow Hecw, Hesi

MuclZcchl <generic_ptrace_peekdata+3>: push  Zebx

MxclZcch? <generic_ptrace_peekdata+d>: zub g Kesp

MxclZochh <generic_ptrace_peekdatatis: mow Hesp, feoy

DuclZcchy <generic_ptrace_peekdata+3s: push  $0x0

MxclZcchy <generic_ptrace_peekdata+lls: puzh  $0xd

DxcllZcchb <generic_ptrace_peekdata+l3s: call  OxclBb435 <access_process_wm
MclZcooh <generic_ptrace_peekdata+lds: i T T dedy
Qxclfooch <generic_ptrace_peskdata+3: pOp Hecx

DxcllZcocE <generic_ptrace_peekdata+2ds: pop Hebu

DucllZcocy <generic_ptrace_peekdata+2hi: chp Find  Eeax

MxellZooca <aeneric_ptrace_peskdata+28: Jne Qxel2oodd <aeneric_ptrace_peskdata+d2s
DxcllZcooe <generic_ptrace_peekdata+30:: i (Hesp), Peax

QxcOlZooof <generic_ptrace_peskdata+3Zs: Mo Hesi, Kooy

DxclZcocd]l <generic_ptrace_peekdata+3h: call  OxcO210bf3 <__put_user_4>
DxclZcocdE <generic_ptrace_peekdata+d:: i Heax  Fedx

olZocdd <generic_ptrace_peskdata+td2s: Mo Hedy, Heax

MxcllZcocda <generic_ptrace_peekdatat+dd:: pop Hedx

DxclZcocdb <generic_ptrace_peekdata+dql:: pop Hebu

(xetlZocds <generic_ptrace_peskdata+db: pop Aesi

DxclZcocdd <generic_ptrace_peekdata+dVr: ret

End of azzembler dump




« And in a XML file :

zyz_ptrace
26

arch_ptrace
5

ptrace_request
-1

qeneric_ptrace_peckdata

ACCESE_Process_\Vm
0




e Symbols

- How to find the syscall table ?

» sys_call table not exported in 2.6.X

 Viathe IDT (see phrack 58 ’ Linux on-the-fly kernel patching
without LKM * by sd & devik)

- ?l'doesn't work on virtual machine (wrong value for idt

base)
ésiea




« Symbols

- How to find the syscall table ?
« RTFSC




« Symbols

- How to find the syscall table ?

hp )
11_trace_entrys

objdump -1 .
dl ol t

esijiea




« Symbols

- Pattern matching is a little bit tedious
- EXPORT_SYMBOL (~3500)




e Symbols

- kstrtab_symbol

 Find the name of the symbol + "\0'

» Get its address
- Example: “init_task” + "\O' in the kernel string table

ésiea




e Symbols

- ksymtab_symbol

» Search the address of the kernel string symbol
(SYMBOL _kstrtab_symbol)

e Subtract 4 from the address

ésiea



 How can you hide a process ?

e Sys_getdents, sys_read

o vfs

* /proc

* linked list/Hash table

« specific field in task_struct




 Process

- Represented by the structure: task_struct
(linux/sched.h)

- No kernel headers
- Independent of the version (2.6.X)
— Build our own task_struct on the fly

ésiea




e Process

— Build task_struct

 Depends on kernel options

Jit_keyring:
key *request_key_auth:
key *thread_keyring:

comm[ TASK_COMM_LEM] 3

link_count, total_link_count:

SYSW_SEM SYSVIEm:

lazt_switch_timestamp:

last_switch_count:
thread_struct thread:
fz_struct *f=r

files_struct *files:

Jit_keyring:
key *request_key_auth:
key *thread_keyring:

comm[ TASK_COMM_LEN] 3

link_count, total_link_count:

SYSU_SEM SYSWIemd

lazt_switch_timestamp:

last_switch_count:
thread_struct thread:
fs_struct *fs:

files_struct *files:




 Process

- Build task struct:

 Find offsets of interesting fields
» Use the real first process




 Process

— Build task_struct

 Look for the first process

- structure init_task
« symbol “init_task”
e pid0
e comm (16 bytes) : “swapper”

ésiea



 Process

— Build task_struct

* Field: comm
- ASCII string “swapper”




e Process

— Build task_struct

 Field: real _parent
- real_parent == init_task




 Process

— Build task_struct

* Field: tasks

— Before this field:
« Two list_head (fields (prev == next) && > 0xc0000000)

ésiea




e Process

— Build task_struct
- Field: pid

- Next after tasks (% empty struct (old kernel))

pid_t pid:
pid_t toid:




e Process

— Build task_struct
* Fields: uid/gid

- list of zeros

Rid_t wid,eu
qid_t gi

uez.cap_inheritahle, cap_permitted, cap_bset:




 Process
— Build the list

* Now it's easy:
- walk through the linked list




 Process

- Build linked list task struct:

* We will not see hidden process by “linked list
attack”

ésiea




 Process

- We have the task struct

 Bruteforce the memory

- field “comm”: find ascii character

- field “state”: 0 or 1

- fields “pid/tpid”: a valid integer (0 ... 65535)

- fields “stack/mm/activemm”: 0 or >= 0xc0000000

ésiea




 Process

- We have the task struct

 Bruteforce the memory

- We can find deleted processes
« Many forks




 Process

— All fields in task_ struct

* And the content of the binary ?

— We would like to access to all sections

e text
e data




 Process

- User land paging, why not ?

* dCCEeSS_pProcess_vm

- get_user_page
* pgd_offset_gate (pgd_offset)
* pud_offset
 pmd_offset
» pte_offset kernel
« pmd_page vaddr
* pte_index

. pte_page )
- kmap eslieda

° va




 Process

- User land paging, why not ?

» We have all the information:

- We have the address

e vma_area_struct
« example : 0x08048000
- We have the field “mm”




e Process

- Field “mm” (struct mm_struct)

e Vma_area_struct
* pgd

UUET= H

pRed_ T file *filp,
addr . len,
pooff, H

free_area_cache:

pod_t * pad:
atomic_t
atomic_t mm

esijiea

map_count:




 Process

- PGD (Page Global Directory): we have the
field pgd in mm

* pgd_offset(mm, address) ((mm)->pgd + pgd_index((address)))

e pgd_index(address) (((address) >> PGDIR_SHIFT) & (PTRS_PER_PGD -
1))

 traditional i386 two-level paging structure:

- PGDIR_SHIFT 22
- PTRS_PER_PGD 1024

- With Python:
e pgd = mmpgd + ((tmp >> 22) & (1024 - 1)) * 4 cSlea




 Process

- PTE (Page Table Entry): We have the pgd
offset

e pgd -> pud -> pmd
» pte_offset_kernel(dir, address):
- ((pte_t *)pmd_page vaddr(*(dir)) + pte_index((address)))

- pmd_page_vaddr(pmd):
* ((unsigned long) va(pmd_val((pmd)) & PTE_PFN_MASK))

- pte_index(address): )
* (((address) >> PAGE_SHIFT) & (PTRS_PER_PTE - 1)) eslea




 Process

- PTE: We have the pgd offset

« PTE_PFN_MASK Oxfffff000
« PAGE_SHIFT 12
. PTRS_PER_PTE 1024




 Process

- PTE: We have the pgd offset

« With Python:

- dirp = unpack("<L", self.read(pgd, 4))[0]
- off1 = (dirp + 0xc0000000) & PTE_PFN_MASK
- off2 = (tmp >> PAGE_SHIFT) & (PTRS_PER_PTE - 1)

- pte = off1 + off2 * 4
ésiea




 Process

- Page: we have the pte

» pte_page(pte):
- pfn_to_page(pte_pfn(pte))
- pte_pfn(pte_t pte)
- pte_val(pte) & PTE_PFN_MASK) >> PAGE_SHIFT
- pfn_to_page  pfn_to page

« _pfn_to_page(pfn)

« (mem_map + ((pfn) - ARCH_PFN_OFFSET))
ésiea




 Process

- Page: we have the pte

« With Python:

- pte = unpack("<L", self.read(pte, 4))[0]

- pte = (pte & PTE_PFN_MASK) >> PAGE_SHIFT

- mem_map = 0xc1000000

- page_addr = mem_map + pte * 0x20 #(sizeof( struct page))

ésiea




 Process

- Page
e And to finish

 void "*kmap(struct page *page)
- __va(page_to_pfn(page_at_addr) << PAGE_SHIFT))

« page to pfn _page to pfn
« _ page_to_pfn(page) ((unsigned long)((page) - mem_map) +

ARCH_PFN_OFFSET)
ésiea




 Process

- Page

« With Python:

- ptp = (page_addr - mem_map)/0x20
- page = 0xc0000000 + ((ptp + 0) << PAGE_SHIFT)

ésiea




 Process

— Access page:

« Valid for 32 bits (pgd == pud == pmd)
— Can be done on 64 bits

« Valid only for ram <= 896 Mo (ZONE_NORMAL)
- Use access_process_vm for > 896 (ZONE_HIGHMEM)

« S0 we must write in the kernel memory :(
ésiea




* New tool : Draugr

— Written in pure python

- Easy access to the memory:
* Live with /dev/(Kk)mem
 Memory dump
- Find symbols (pattern matching,
export_symbol)

- Find all tasks (linked list, bruteforce)
 Fields

ésiea




* Draugr
- Download @

« http://www.esiea-recherche.eu/~desnos/draugr/
- Demo!

ésiea



http://www.esiea-recherche.eu/~desnos/draugr/

Many thanks for your attention!
Have you any question... ?

ésiea




» Reconstruction of a binary

- Use vma_area_struct
- Process dumper
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